supporting infrastructure that offers and transports services and information thereby empowers the business system to function properly. This implies the utmost importance to maintain the reliability, confidentiality and integrity of the network and communication systems. This paper reports an initial pilot study on the use of a simulation game called CyberCIEGE for raising the awareness and knowledge on Information Security among a small group of Thai students. The paper provides an overview of the software, the experiment and results, and, a discussion on the next phase of this proposed project.
I. INTRODUCTION
Success of Digital Ecosystem hinges on a reliable supporting infrastructure that offers and transports services and information thereby empowers and enables the whole business system to function properly [1] . This implies the utmost importance to maintain the reliability, confidentiality and availability of the computer networks, communication systems, and in particular, the Internet. Without doubt, the whole world is facing severe challenges posed by hackers, spammers and a large pool of attackers motivated by a variety of reasons. Typical reasons for the illegal activities on the Internet range from ignorance, naivety, political, religious, extreme ideologies, personal gratification and more than likely, financial gains. In the case of Thailand, the government has established the Computer Crime Act in order to combat the onslaught of illegal Internet activities [2, 3] . While the legislative body has taken the first step in establishing the legal framework to counter the illegal elements of the cyber society, it is more important to raise the awareness of the needs for information security among the general public and to educate the whole community to be responsible participants in the new digital ecosystems. However, the issue of how to raise the awareness and to educate millions of current and potential internet users on the subject of information security is another daunting task. This problem is not new, similar issues have been faced by the government, educators, trainers and the management for many years. The obvious obstacles and constraints are the limitation of fund and resources, lack of qualified teachers or trainers, overwhelming number of students, and, the distance or remoteness of the communities. To this end, simulation games have been regarded as one of the solutions [4] . This paper aims to report an initial pilot study on the use of a simulation game called CyberCIEGE [5] [6] [7] [8] [9] [10] [11] to assess the effectiveness of raising the awareness and knowledge on Information Security among a small group of Thai students. The test is by no means exhaustive but is supposed to do an initial test on the acceptance of the game by the students. The organisation of the paper is as follows. Section II briefly describes the Thailand Computer Crime Act and some of the cases which have been brought to the court. Section III provides a background on the use of simulation game for teaching and training. It then provides an overview of the CyberCIEGE software and the various components. Section IV describes the experiment and the results while Section V provides a discussion on the initial finding and future work. Section VI concludes this paper and gives the direction for future research.
II. THAILAND ICT DEVELOPMENT AND THE COMPUTER CRIME ACT
The Thailand Vision towards a Knowledge-Based Economy (IT 2010) information technology policy framework was endorsed by the Thai Government in 2002. The policy focuses on Thailand's ICT development until 2010 and their roles for the enablement and facilitation of economic and social development. The five areas of development highlighted in the IT 2010 policy are: e-government, eindustry, e-commerce, e-education, and e-society. All these form the integral components of the ICT ecosystem. In particular, E-commerce is acknowledged that it has the ability to: increase business opportunities, decrease transaction costs, augment competence, build up the quality of life for its people, and assist small and medium enterprises (SMEs) to exploit new opportunities in the new global ecosystem. One of the Thai government's objectives is to develop the ability of Thai entrepreneurs to compete in the world market. The recommendations have suggested that the Thai government should support SMEs by contributing their website development to include public web portal for industrial sectors. The emphasis should be placed on ecommerce for exports, trades, services, and domestic consumption. It was also proposed that the government has to develop precise policies for e-commerce and related laws dealing with issues such as transactions, authentication, certification, security, deception, and consumer right. Within the IT 2010 document, the government has already set policies or the 'E-Commerce Policy Framework' for the development of e-commerce in Thailand [12] . Considering the Thai SMEs sector as an essential component in the digital ecosystem, the economic trend is expected to expand continuously. The GDP of SMEs is anticipated to grow up to between 4.7 and 5.7% exceeding the national GDP. The Electronic Commerce Resource Center (ECRC) of Thailand [13] states the barriers of e-commerce entrepreneurship in Thailand are two factors: customers' problems and technical problems. The development of the ICT ecosystem in Thailand faces four main issues: a) the number of Internet users in Thailand is only 6.97 millions which is relatively low as compared to the country's population of 62 million [14] , b) inadequate e-commerce regulations and laws, c) a lack of skilled officials in both information technology, and d) lack of English competency limits the ability of Thai e-commerce sites to reach out to the world [15] .
The Thailand Computer Crime Act was passed and came into effect on 18 July 2007. It is in fulfilment of some of the policies laid down in the IT2010 document. With respect to the barriers mentioned above, the Act also addresses issues concerning the consumers' confidence and facilitates the establishment of regulations and process to ensure safe and secure practices in the new ICT ecosystem. The law was promoted as a regulation measure to encourage safe online transactions and gives the government the power to prosecute cyber criminals such as hackers. The Act also requires that Internet Service Providers store records of users for 90 days and allows officials to access this information for prosecution purposes. The law allow for a maximum penalty of up to 20 years imprison and a huge fine. An example of the possible offences and penalty is given in Table 1 below. To illustrate the possible damages caused by such crimes, an article on 16 th May, 2007 in The Nation reported that a case has caused a total damage of over Bt100 million to two local telecom companies. It was reported that one of the local companies complained that it suffered losses of Bt8 million after an unidentified hacker got into its computer system. The accused was capable of manipulating airtime credits on the pre-paid cell phone system. Two years ago, another major local telecom reported a lost of more than Bt105 million in a similar way. Other offences such as defacement of public and private websites and even the Royal Thai government sites have also been recorded. Hence, it is obvious that the Thai public urgently requires education and awareness of the severity of the problem and the need to improve their online practices.
III. SIMULATION GAMES ON INFORMATION SECURITY AND CYBERCIEGE
The age of computer and Internet has heralded new means of communication and course delivery. On-line learning, elearning, distant-learning, open-learning, flexible-learning…etc are all hailed to be the solution to the problem as mentioned before. Such materials are meant to be available anywhere and anytime. However, there are ongoing debates on the effectiveness of such techniques as issue on retaining interest of the students. The concept of using games, simulation, video and multimedia to support teaching and learning is not new. It has been well documented and practised in many sectors including health, education, management and a range of other sectors [16] . The key supporting argument for this approach is its ability to attract attention, to raise the level of interest, and to achieve a high degree of interactivity. In the disciplines of Information and network security, there are already in existence a number of such products and many reports [5-11, 17, 18] . For example, an Internet based security game by Next Generation Security (NGSEC) [18] was adopted by the Anglia Polytechnic University UK in their curriculum in Network Security [17] . It was reported that the students welcome the program of study and the ability to update the resources dynamically was considered as a positive aspect. (Ref: Ariyapperuma and Minhas, 2005) CyberProtect is another product launched by the Information Assurance Support Environment (IASE) in 1999 [19] . IASE is an organisation specialised in providing information and training for the Department of Defence and professionals in various security disciplines. CyberProtect is an interactive computer network defensive exercise which plays like a video game. Its objective is to familiarise players with information systems security terminology, concepts, and policy. Players are supposed to learn about defensive security tools as they face a range of security threats. They are given limited resources and they have to apply practical and intelligent judgement in risk analysis and risk management. According to literature [9] , the core engine of the game is probabilistic in nature and it does not include organisational security policy and it is not extensible. It delivers a fixed set of activities and there are no interactive activities in the virtual environment.
Another product on the same discipline of Information security has been developed as a commercial online gameArtificial Intelligent Wars [20] . The game is a first-person 3D real-time action/strategy hybrid. The players are expected to interact with human or artificial objects which could be foes and allies. They are also expected to need to do research on the area of interest in order to reach their objectives. It is interesting to note the "defensive applications" in the games are Masquerade, Firewall, Anti-virus and spoof, while the "offensive applications" are Crack, Viral infections, IRC (infinite recursive calculation). There are also "informational applications" called Encrypt, Decrypt and Data Manager. Other "technologies" in the game are: Personality Replicator, Emotion Regulator and Concept Analyser. While the game is not exactly marketed as a training goal, it does incorporate concepts of information security thereby increase the players' awareness.
CyberCIEGE [5] [6] [7] [8] [9] [10] [11] is a security awareness tool developed by the Center for Information Systems Security Studies and Research at the Naval Postgraduate School at California, USA. The game was developed in partnership with the Rivermind Incorporation, a company specialised in 3D visualisation tools and products. The game is based on the TYBOLT game engine. The system is said to comprise of multi-platform 3D graphic library, an Artificial Intelligence system, video playback library, sound library, memory management system, resource management with the ability to handle issues on strategies, network communication and resource economy in real time. One of the key features of CyberCIEGE is its ability to create different security related scenarios using the Scenario Definition Language. The elements involved are Assets, Users, Zones, Conditions and Triggers, and, Objectives and Phases. The game is available to agencies of the US government and educational institutions. An evaluation version is also available free of charge from their site at http://cisr.nps.navy.mil/cyberciege/ With the kind support of NPS and approval to use the software, CyberCIEGE was therefore used in this pilot study to assess the effectiveness and level of awareness of the subject Information Security among a small group of Computer Science students in Thailand. The experiment and finding are described in the next section.
IV. INFORMATION SECURITY AWARENESS ASSESSMENT AND RESULTS
This pilot study was conducted with a group of students from one of the universities in Bangkok, Thailand. The students were evenly divided into two groups of eight. The group should not have received any formal training in the information security subject. The test was conducted in early 2007. The objective of the study is to compare the two groups' level of awareness on information security before and after using the game or receiving a short training session. One group of eight students was given the opportunity to play with the game, CyberCIEGE, and the other group of eight attended a short training session of one hour in a traditional classroom setting. While most of the students wanted to play the game but the choice was given to the first eight on a first come first serve basis. The objectives of the test were an assessment on the students':
1. Understanding Social Engineering 2. Understanding the purpose and use of a router 3. Understanding how to configure simple firewall policy 4. Understanding the value of Information Security Awareness Training 5. Understanding the value of asset such as information and their relation to information security 6. Understanding how to provide simple physical security 7. Understanding how to secure top secret information 8. Understanding the use of the Secure Shell Protocol (SSH) for remotely connecting to Unix Server.
For the students who attended the classroom session, they were given pre-test questions at the start. During the session, the instructor did not resort to specific power-point slides related to the questions in the test. The instructor only tried to make the students understand the key points as listed in the objectives. The students were not given direct answers but during the training time of 35 minute, the instructor attempted to complete the above objectives just like a normal lecture would do. The last ten minutes give the students an opportunity to raise any questions. After that the students was given a 15 minutes break and they came back to complete the post-test questionnaires.
For the game players, they were given one week. They have to answer the pre-test questions before they were allowed to access the game. In the following week after playing the game, they took the post-test questions. In order to be consider as having completed the game to a satisfactory level, the participants must complete at least three stages of the introduction scenario. The game is broken down into different scenarios and each scenario had several stages that were designed to teach different objectives. The result was that only five out of the eight students was able to reach the required stage and considered having completed the assignment. These students reported that they like playing the games and found it really enjoyable. The instructor did not give any guidance on how to be successful at each stage. The only guidance given was strictly limited on the administrative issues of the games.
In addition to questions on the demographic background and level of knowledge of the students, a set of eight questions was used in both tests to assess the level of understandings of the students with respect to the objectives. The questions have been mixed randomly to avoid memorisation of the answers. Due to limitation of time, only one scenario was used in the game and examples of the questions used in the pre-and post-test are given below.
• You want a secure remote access protocol into a UNIX server in your organization. What protocol will you use and why? • Tom is working on a secret design project on his computers. This secret is so important that no one except Tom should have access to it otherwise it could bankrupt the company. Tom will also require an Internet connection to do a web search for information. How would you go about ensuring maximum security for the design in Tom computer from all the risk on the Internet? Will you allow his computer an Internet access? • If an asset (information) is compromised how does it result in a lost of productivity for your organization? • How could you provide maximum physical security for your top secret department within your organization?
The results corresponding to the eight objectives are given in Table 2 and Table 3 . Table 2 gives the results from the group of students who took the test after approximately an one hour traditional classroom training. Table 3 gives the results from the game players who were considered to have reached a level of satisfaction. The students have also been asked the following selfassessment questions and four choices of answer were given to them: Not at all, Somewhat, Moderately, and, Very much. The results are shown in Table 4 .
Q1: Did you think your Knowledge has increased? Q2: Did you enjoy this training? Q3: Did you think that the training is mentally challenging? Q4: Can you apply the information and ideas gained from this training into real life? 
V. DISCUSSIONS
While one may argue that the sample size is too small to be representative, it is emphasised that the study is a pilot study for a bigger and ongoing project to come. A summary of the research results is given below.
• Students who attended the class lecture and who played the game have similar level of understanding in the non lab oriented questions. However, the students who successfully completed the game appear to be able to demonstrate a deeper level of understanding in their answers.
• Some groups of student enjoyed the game more than traditional lecture.
• Students who played the game think that it is more mentally challenging • Students who played the game seems to feel that they can apply more knowledge into real life • The game players had a greater success with lab oriented questions • Students who successfully completed the game demonstrated a sound understanding in Information Security and could relate it directly to the concept of how it benefits the organization. This may be due to the fact that the simulation and visualization has given them a simulated "real life" experiences of what is happening.
• The increase of knowledge from the game players is more and may be due to the fact that they have spent considerable more amount of time. The game put them in a virtual world and made them feel like they are actually looking after a real IT organization.
• Students may not like to play the game initially but once they got started, they did not want to stop.
• Some students did not complete the game and they claimed that they got bored.
Apart from the small number of subjects who took part, other limitations of this research are:
• The classroom training was conducted in Thai even though the material is in English. The game players had to interface with only English language. The language and culture factors could affect the performance of the groups.
• For students who have not completed, they were not assessed. Also, there were no detailed reasons provided on the cause of withdrawal apart from the claims of "getting bored". The language and difficulties in the game may have attributed to their decision.
VI. CONCLUSIONS
A secure and reliable network environment is essential to the proper functioning of the Digital Ecosystem. Unfortunately, similar to the natural ecosystem, there are undesirable elements that pose threats and damages to the unprepared. In the case of Thailand, significant financial losses to prominent organizations have brought attention to the committee through the media. Computer Crime Law has been established and the challenges are enforcement and prevention of future disruption of the system. As a minimum measure, the community and especially the new generation of "digital natives" need to be educated and increase their awareness on the issue of information security and assurance. This paper reported the results from a pilot study on the evaluation on the use of a game, CyberCIEGE, as compared to traditional classroom lecture style of training. It is understood that the experiment was by no mean exhaustive nor representative as the number of samples is too small. The results have however provided a number of observations and research questions for further study and development. Further reports will be released upon progress of this study.
